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Abstract: - An iris verification system based on the integration of secret pseudo-random number and the user-
specific iris feature, which generated from the ID Log-Gabor filters, to produce a unique compact binary code per 
person is proposed in this paper. This dual factor authentication approach coined as S-Iris Ecoding has significant 
functional advantages over solely biometrics such as token replacement. In addition, the risk of security threats can 
be greatly reduced such as iris fabrication. Experimental results show that this method has good performance over 
traditional  iris  verification  in  which  perfect  verification  rate  of  the  genuine  and  imposter  populations  can  be 
produced. By applying S-Iris Encoding, the original iris feature length is notably reduced to around 5% of the 
original size and a 0.0025%» 0% of EER can be achieved. 
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1  Introduction 
  Nowadays,  security  is  in  critical  demand  of 
finding  reliable,  accurate  and  cost-effective 
alternatives to physical key, passwords, ID cards or 
PIN  due  to  the  increasing  of  financial  losses  year 
over  year  from  computer-based  fraud  such  as 
computer  hacking  and  identity  theft.  Biometric 
solutions address these fundamental problems due to 
the fact that an individual’s biometric data is unique 
and cannot be transferred. Biometrics is automated 
methods  of  identifying  a  person  or  verifying  the 
identity  of  a  person  based  on  a  physiological  or 
behavioral characteristic [1].  
  Generally,  physiological  and  behavioral 
characteristics  used  in  biometrics  include  the 
following [2][3]: chemical composition of body odor, 
facial features and thermal emissions, eye features, 
fingerprints, palm-prints, hand geometry, handwritten 
signature, voiceprint and others. Of all the biometric 
technologies used for human authentication today, it 
is generally conceded that iris recognition is the most 
accurate. Iris, which is protected behind the eyelid 
and  cornea,  the  possibility  of  damaging  and/or 
abrasion is minimal. Since the iris is an overt body, 
iris recognition systems can be non-invasive to their 
users  [4],  which  is  a  very  important  factor  for 
practical applications.  
  Although  biometrics  is  a  powerful  tool  against 
repudiation,  it  still  suffers  from  some  inherent 
biometric specific threats [5]. There is risk of being 
compromised  by  attacker  where  an  attacker  might 
use the biometric information to masquerade as the 
person. The worst is a biometric feature cannot be 
replaced once it is compromised. 
  Therefore, the  most  practical  way  to  overcome 
these drawbacks is to combine two or more factor 
authenticators. In this paper, an idea of integrating 
user  specified  secret  random  data  with  iris  feature 
through an iterated inner product to generate a unique 
compact code per person is highlighted.  
  This idea, coined as S-Iris Encoding, enables a 
more  reliable  iris  recognition  system  to  be 
established.  Since  there  is  no  deterministic  way  to 
revoke the iris template without both secret pseudo-
random number and specific iris feature, high degree 
of  security  can  be  sufficiently  sustained.  Only  the 
combination  of  the  iris  feature  and  secret  random 
number can contribute to recognition process. Hence, 
it  might  protect  against  iris  fabrication  by 
masquerading the user specific credential. Moreover, 
by  applying  S-Iris  Encoding  methodology,  the 
original iris feature length can be greatly reduced to 
around 5% of the original size and an approximately 
0%  of  Equal  Error  Rate  (EER)  can  be  achieved. 
Figure 1 illustrates the idea of S-Iris Encoding.  
 
 
The  outline  of  the  paper  is  organized  as  follow: 
Section2  briefly  explains  image  preprocessing. 
Section 3 introduces feature extraction using 1D Log-
Gabor Filters and the proposed methodology, S-Iris 
Encoding.  Experiments  and  results  are  reported  in 
Section 4. Conclusion is presented in Section 5. 
 
 
2  Image Preprocessing 
  An  iris image  needs to  be  preprocessed  before 
using it for the purpose of iris recognition due to the 
unwanted data in the image such as eyelid, pupil and 
specular  reflections.  Therefore,  preprocessing  is 
required to segment, normalize iris and exclude the 
artifacts.  
 
 
2.1 Iris Segmentation 
  Segmentation is the first stage in iris recognition 
to isolate the actual iris region from a captured iris 
image. Canny edge detection is performed to create 
an  edge  map  to  generate  gradients  information. 
Circular  Hough  Transform  which  is  employed  by 
Wildes  et  al.  [6],  is  used  to  detecting  the  iris  and 
pupil boundaries. On the other hand, the eyelids and 
eyelashes can be isolated by applying Linear Hough 
Transform. The overall method is very efficient and 
reliable  as  it  managed  to  segment  the  iris  region 
perfectly  and  isolate  most  occluding  eyelashes 
occurring within the iris region. 
 
 
2.2 Iris Normalization 
  Normalization  is  a  process  of  transforming  the 
segmented iris region into fixed dimensions in order 
to compensate the iris deformation, which is caused 
by illumination variations. Such elastic deformation 
in iris texture will affect the result of iris matching. 
The iris regions with same dimensions will be used 
for  comparisons.  For  this  normalization  process, 
Daugman’s rubber sheet model [7] has been applied. 
Hence,  from  the  “doughnut”  iris  region, 
normalization  produces  a  2D  array  with  horizontal 
dimensions  of  angular  resolution  and  vertical 
dimensions of radial resolution. In the experiment, a 
template  of  20x240  is  produced,  where  20  is  the 
radial resolution and 240 is the angular resolution. 
 
 
3  Iris Feature Encoding 
  Feature encoding is another important process in 
iris recognition of an individual. Its objective is to 
extract the underlying information in an iris pattern, 
in  order  to  be  encoded  for  the  matching  purposes. 
The  iris  feature  is  generated  by  convolving  the 
normalized iris pattern with feature extractor ID Log-
Gabor  filters.  In  this  paper,  a  novel  authentication 
approach,  known  as  S-Iris  Encoding,  which 
combined user specified random data with iris feature 
to generate a unique compact binary code per person 
is  outlined.  The  discretization  and  binarization  are 
carried out by iterated inner product between secret 
pseudo-random  number  and  iris  features  that 
generated  from  1D  Log-Gabor  Filters,  and  finally 
deciding each bit on the sign based on the predefined 
threshold.  The  binary  code  generated  from  S-Iris 
Encoding is based on the preset number of bit length. 
 
   
3.1 1D Log-Gabor Filters 
  Gabor Filters based methods have been widely 
used  as  feature  extractor  in  computer  vision, 
especially for texture analysis [8]. It has been shown 
that Gabor Filtering is an effective scheme for image 
representation [9]. Daugman [4][10] used multi-scale 
Gabor wavelets to extract phase structure information 
of the iris texture. However, Field [11] has examined 
that  there  is  a  disadvantage  of  the  Gabor  Filter  in 
which  the  even  symmetric  filter  will  have  a  DC 
component  whenever  the  bandwidth  is  larger  than 
one octave. To overcome this disadvantage, a type of 
Gabor  Filter  known  as  Log-Gabor  Filter,  which  is 
Gaussian  on  a  logarithmic  scale,  can  be  used  to 
produce zero DC component for any bandwidth. The 
frequency response of a Log-Gabor Filters is given as: 
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  In our scheme, 1D Log-Gabor Filters are chosen 
to be the feature extractor of iris since 1D Log-Gabor 
Filters is an improved version of Gabor Filters. By 
applying  1D  Log-Gabor  Filters,  2D  normalized 
pattern is divided into a number of 1D signals, and 
these  1D  signals  are  convolved  with  1D  Gabor 
wavelets. The rows of the 2D normalized pattern are 
taken as the 1D signal; each row corresponds to a 
circular ring on the iris region. The angular direction 
is taken rather than the radial one, which corresponds 
to  columns  of  the  normalized  pattern,  since 
maximum  independence  occurs  in  the  angular 
direction [12].  
 
 
3.2 S-Iris Encoding 
  During  the  S-Iris  Encoding  process,  a  raw  iris 
image, 
N R I Î  in  high  dimensional  space  is 
transformed  to  a  low  and  discriminative  feature, 
n R wÎ for n N > with  a  moderate  degree  of  offset 
tolerance. Discretisation and binarization of the data 
is  then  performed  via  an  iterated  inner  product  of 
secret random number, r  and  k w  which yield a set 
unique binary bitstring per user – S-Iris via 
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where  ) (× P defined as signum function and  m  is a 
preset threshold. 
  In practice, pseudo-random number sequence, r, 
could  be  obtained  from  a  physical  device,  for 
example  smartcard  or  USB  token.  There  is  a  seed 
which  stores  in  the  physical  device,  is  used  to 
calculate  r  using  a  random  number  generator. 
Different  user  will  have  different  seeds,  which  is 
recorded during the enrollment process, for different 
applications.  A  lot  of  pseudo-random  bit/  number 
algorithms  are  publicly  available,  such  as  ANSI 
X9.17 generator, RSA pseudo-random bit generator 
or Micali-Schnorr pseudo-random bit generator [13]. 
  The  process  flow  of  generate  S-Iris  code  is  as 
follow: 
1)  Raw intensity image representation: 
N R I Î , with 
N is the image pixelisation dimension.  
2)  Transformed  vector  format  representation: 
n R wÎ ,  with  n  is  the  frequency  dimension 
through ID Log-Gabor Filters. 
3)  Use  token  to  generate  a  set  of  pseudo-random 
number,  } { m i R r
n
i ,...., 1 | = Î  with  m  is  the 
length of feature vector. 
4)  Transform  original  { } m i R r
n
i ,...., 1 | = Î into 
an  orthonormal  set  of 
matrices{ } m i R r
n
i ,..., 1 | = Î ^ . 
5)  Compute  { } m i R r w i ,...., 1 | | = >Î < ^ where 
> × × < | indicates inner product operation. 
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  From the above process flow, it has been clearly 
shown that the bit length of S-Iris code is either equal 
or less than the w feature length; hence the bit length 
of  S-Iris  can  be  reduced  dramatically.  This 
dimensional  reduction  may  helps  to  decrease  the 
computation load and increase the processing speed.  
  Note  that  is  also  very  little  possibility  that  the 
secret pseudo-random number set from two different 
tokens can be closely similar as it is protected by the 
target  collision  resistance  of  Hash  function.  The 
major  advantage  of  S-Iris  Encoding  is  that 
compromising of either iris feature or pseudo-random 
number  is  meaningless  as  only  the  combination  of 
both  feature and  random  number  can  contribute  to 
the recognition process. 
 
 
4  Experimental Result 
  In  this  paper,  the  proposed  methodology  is 
evaluated on images taken from CASIA eye image 
database [14] consisting 756 grey scale eye images 
with 108 individuals and 7 images each. The system 
performance can be addressed through the mean and 
variance  of  genuine  and  imposter  population, 
respectively, decidability, False Accept Rate (FAR), 
False Reject Rate (FRR) and Equal Error Rate (EER).  
Decidability  d’  is  measured  by  comparing  the 
difference  between  the  mean  of  genuine 
distribution g m and  the  mean  of  the  imposter 
distribution i m and  also  the  variance of the  genuine 
and imposter distribution, 
2
g s and 
2
i s respectively.   
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As  defined  by  the  theory  of  decidability,  d’,  the 
higher the decidability, the greater the separation of 
genuine class and imposter class distributions, which 
allows for more accurate recognition [7]. A decision 
can  be  made  as  to  whether  two  templates  were 
created  from  different  irises,  with  a  predetermined 
separation Hamming Distance. However, the genuine 
class and imposter class distributions may have some 
overlap, which would result in a number of incorrect 
matches  or  false  accepts  or  false  rejects. 
Consequently, FAR and FRR can be calculated by 
the amount of overlap between two distributions.  
  For  the  FAR  test  and  imposter  population 
distribution as well, the first image of each iris in the 
testing set is matched against the first impression of 
all other irises and the same matching process was 
repeated  for  subsequent  images,  leading  to  40446 
imposter  attempts.  For  the  FRR  test  and  genuine 
population distribution creation, each image of each 
iris is matched against all other images of the same 
iris, leading to 2268 genuine attempts. 
  
 
4.1 Filter Parameters 
  In  the  first  experiment,  various  values  of filter 
parameters are examined to find out the best filter 
parameters in order to assure the accuracy and ease 
of further testing purposes. These parameters include: 
￿  The number of filters, F 
￿  Base wavelength, l  
￿  Filter bandwidths, b  
￿  Multiplicative  factor  between  center 
wavelengths of successive filters, n  
  The results of employing various parameters to 
extract  iris  features  are  presented  in  Table  1.  The 
optimum value of 1D Log-Gabor Filters parameters 
can be achieved with bandwidth b of 0.5, number of 
filter  of  1,  center  wavelength  l of  12  pixels  and 
multiplicative  factor  of  1.  The  mentioned  set  of 
optimum  filter  parameters  provides  optimum  EER, 
which  is  2.59%.  The  template  size  with  radial 
resolution of 20 pixels and angular resolution of 240 
pixels was chosen. Consequently, an iris template of 
9600 bits of information is produced. 
  Meanwhile,  Figure  2  (a)  shows  the  Hamming 
Distance distributions using the optimum parameters. 
There is slight overlap occurs. The optimum set of 
filters parameters gives false accept and false reject 
rate of 1.4315% and 3.7478% respectively. 
 
 
4.2 Proposed Methodology: S-Iris Encoding 
Here, comparisons have been made between 1D 
Log-Gabor  Filters  and  the  proposed  method  by 
utilized the optimum parameters that obtained from 
section 5.1. The results of the comparisons are used 
to  evaluate  the  accuracy  and  effectiveness  of  iris 
verification. The tested methodologies are: 
a)  1D Log-Gabor Filters (LG) 
b)  S-Iris  Encoding  (ILG-m,  where  m  is  the  bit 
length) 
  LG is the methodology where the feature vectors 
extracted through 1D Log-Gabor Filters are phased 
quantized to generate a series of real and imaginary 
numbers  and  are  then  encoded  into  binary  iris 
templates.  
  In  ILG,  the  complex  feature  vectors  extracted 
from 1D Log-Gabor Filters which is used to combine 
with pseudo-random number, do not utilize the phase 
information  due  to  the  reason  of  sensitiveness  of 
phase  quadrants.  The  iris  templates  are  formed  by 
extracting the  magnitude from  the complex feature 
vectors.  The  combination  of  the  iris  templates  and 
pseudo-random number is then performed through an 
iterated inner product. S-Iris code is the binary iris 
template after the encoding process. 
  Table  2  and  Figure  2  illustrated  the  mean  and 
variance as well as FAR, FRR and EER generated 
from  genuine  and  imposter  population  distribution 
using  LG  and  ILG-m  for  different  bit  length.  The 
results show that the smaller overlapping in between 
genuine and imposter populations for LG compared 
to ILG. An approximately zero EER is achieved with 
the  bit  length  350  bits.  As  illustrated  by  Figure  3, 
extremely low EER of 0.0025% of EER reveals the 
robustness of ILG in the verification task. Other bit 
lengths  of  ILG  have  the  EER  not  more  than  1% 
whilst LG gives the poorest EER of 2.59%. It implies 
that  ILG  is  more  favor  in  the  classification  task. 
Besides, ILG can also greatly reduce the bit length of 
iris  template  to  around  5%  of  the  original  feature 
length 9600 bits if compared to LG.  
 
 Table 1. Different filter parameters using CASIA Iris Image database with template size 20x240. 
 
F  l   n   b   g m  
2
g s  
i m  
2
i s   d’  Threshold  FAR (%)  FRR (%)  EER (%) 
1  4  1  0.5 0.4340  0.0007  0.4976  0.0001  3.3465  0.450  0.0148  26.4550  13.2349 
1  8  1  0.5 0.3228  0.0023  0.4988  0.0000  5.1690  0.450  0.2052  5.6437  2.9245 
1  12  1  0.5 0.3462  0.0021  0.4951  0.0000  4.5611  0.450  1.4315  3.7478  2.5900 
1  14  1  0.5 0.3262  0.0024  0.4986  0.0000  4.9939  0.450  2.8853  3.3510  3.1182 
1  16  1  0.5 0.3321  0.0024  0.4966  0.0000  4.7630  0.445  2.9916  3.4832  3.2374 
1  18  1  0.5 0.3262  0.0024  0.4944  0.0001  4.8485  0.440  3.3576  3.3951  3.3764 
1  20  1  0.5 0.3243  0.0024  0.4971  0.0001  4.9199  0.435  3.8471  3.5273  3.6872 
2  12  1  0.5 0.3440  0.0021  0.4958  0.0001  4.6376  0.455  1.8741  3.7919  2.8330 
2  12  2  0.5 0.3294  0.0022  0.4971  0.0001  5.0305  0.445  2.6554  3.2187  2.9371 
1  12  1  0.3 0.3500  0.0017  0.4976  0.0001  5.0131  0.445  4.6976  3.5273  4.1126 
2  12  2  0.3 0.3377  0.0019  0.5005  0.0002  5.0146  0.415  3.5479  4.8942  4.2211 
 
 
Table 2. FAR, FRR, EER, Mean and variance of genuine class and imposter class of CASIA Iris Image Database 
using various filter extractors tested on different bit length. 
 
Method  Bit 
Length, m 
g m   2
g s   i m   2
i s   d’  FAR  
(%) 
FRR 
(%) 
EER 
(%) 
LG  9600 bits  0.34623  0.00211  0.49510  0.00002  4.5611  1.4315  3.7478  2.5900 
100  0.23477  0.00388  0.49971  0.00248  4.6974  0.6231  0.9700  0.7965 
150  0.23553  0.00329  0.49997  0.00166  5.3176  0.5242  0.4850  0.5046 
200  0.23205  0.00270  0.50005  0.00126  6.0230  0.0816  0.0882  0.0849 
300  0.23515  0.00256  0.50025  0.00084  6.4222  0.0396  0.0441  0.0419 
ILG-m 
350  0.23555  0.00253  0.49952  0.00071  6.5532  0.0049  0.0000  0.0025 
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Fig. 2. Genuine and imposter class population distribution for (a) LG  (b) ILG-350. 
 Fig. 3. Receiver operating curve for ILG-350 and LG. 
 
 
5  Conclusion 
  S-Iris  Encoding  is  a  novel  dual  factor 
authentication  approach  based  on  user  specific  iris 
features and uniquely secret pseudo-random number 
through an iterated inner product has been presented. 
The information of the iris is extracted through the 
1D Log-Gabor Filters to generate a fixed length of 
feature vector. The feature vector is then combined 
with specific pseudo random number via an iterated 
inner product. A preset threshold is performed after 
the  operation  of  inner  product  to  generate  a 
predetermined length of binary code coined as S-Iris. 
  The experimental results show that the proposed 
algorithm  can  effectively  distinguish  different 
individuals  by  identifying  their  irises  and  secret 
random  number.  It  also  has  significant  functional 
advantages  over  solely  biometrics  or  token  usage, 
which  can  be  shown  by  the  experimental  result  in 
achieving a 0.0025%   EER. 
  Another  major  advantage  is  where  a  new  iris 
template  of  a  person  can  be  reissued  if  his/her 
template is lost or being stolen. The secret random 
number can be generated again and combined with 
the specific iris feature.  
  In  addition,  the  processing  speed  and 
computational  load  are  significantly  decreased.  As 
reported in the experiment, the iris feature length can 
be greatly reduced to around 5% of the original size. 
The  dimensional  reduction  not  only  promised  the 
uniqueness  of  iris  feature,  but  also  increases  the 
simplicity and efficiency in verification task.  
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